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Copyright & Disclaimer 
Copyright © Peter Gallinari. Educational material only and not legal advice. 
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Why This Guide Is Free 
This guide was written to help executive leaders better understand GDPR and prepare their 

organizations for AI, privacy, security, and trust. 
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How to Use This Guide 
Read sequentially or use individual chapters as reference material. Each chapter is designed 

to stand on its own. 
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From the Author 
The rapid adoption of AI has made strong data governance more important than ever. This 

guide reflects decades of practical leadership experience and is intended to help 

organizations build the right foundation before accelerating AI initiatives. 
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GDPR in Plain English 

THE PLAIN ENGLISH LEADERSHIP SERIES™ 

Volume 1 

GDPR in Plain English 

A Practical Guide for Business Leaders 

Your Questions. Plain English Answers. Completely Free. 

First Edition 

By Peter Gallinari 

Former Chief Data Privacy Officer 

Author of Rockin Data Privacy: The Truth About Your Data 

 

Introduction 

Why Is This Guide Free? 

During my career, I watched organizations invest thousands of dollars in privacy training, 

consulting engagements, software platforms, and compliance initiatives. Yet despite those 

investments, I found that executives, managers, and business leaders often struggled with 

the same fundamental questions. 

What is GDPR? 

Does it apply to us? 

Who owns the data? 

What should we actually be doing? 

Too often, the answers were buried in legal language, regulatory guidance, or technical 

documentation that wasn't written for the people responsible for making business 

decisions. 
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I believe privacy should be understandable. 

Not just for attorneys. 

Not just for privacy professionals. 

But for every executive, manager, business owner, and technology leader entrusted with 

protecting personal information. 

That belief is why this guide exists. 

This guide will always be free. 

My goal is not to replace attorneys, auditors, or professional privacy training. Every 

organization should seek qualified legal advice when making legal decisions. 

Instead, my goal is to help business leaders understand GDPR well enough to ask better 

questions, make better decisions, and build stronger privacy programs. 

Throughout my career, I've learned that successful privacy programs rarely fail because 

organizations lack technology. 

They fail because organizations don't fully understand their data, who owns it, why they're 

collecting it, or how it's being used. 

Technology can help manage privacy. 

Leadership creates accountability. 

Understanding creates better decisions. 

If this guide helps your organization improve even one decision about protecting someone's 

personal information, then it has accomplished exactly what I hoped it would. 

Thank you for reading. 

More importantly… 

Thank you for choosing to do the right thing with someone else's data. 

— Peter Gallinari 

 

 

 



13 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

How to Use This Guide 
This guide was intentionally written differently from most GDPR books. 

It is not designed to be read cover to cover like a novel. 

Instead, think of it as a reference manual. 

Each question stands on its own and answers a specific topic in plain English. If you have a 

question about consent, go directly to the consent section. If you're trying to understand 

data controllers or AI, you can jump straight to those topics without reading every 

preceding chapter. 

Every question follows the same format: 

Plain English Answer – A clear explanation without unnecessary legal or technical jargon. 

Why This Matters – Why the topic is important to your organization. 

Peter's Practical Advice – Operational guidance based on decades of experience building 

privacy and security programs. 

Rockin' Reality Check         – A practical lesson learned from real-world experience. 

Executive Takeaway – The one idea you should remember. 

Related Questions – Other topics that expand on the discussion. 

Throughout the guide, you'll also find Executive Briefs at the end of each major section. 

These summaries are designed for busy leaders who need to understand the key concepts 

quickly. 

Whether you read one page or the entire guide, my hope is that you'll come away with a 

clearer understanding of GDPR and greater confidence in the decisions you make. 

 

This document is in two parts:  

•  Part I – Understanding GDPR (Foundational concepts)  

•  Part II – Applying GDPR in Practice (Operational implementation)  
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PART I 

Understanding GDPR 

Understanding the Regulation Before 

Understanding Compliance 

"You cannot build a successful privacy program by memorizing regulations. You build 

it by understanding the principles behind them." 

— Peter Gallinari 

 

Part Introduction 

When many people hear the term GDPR, they immediately think about fines, legal 

requirements, or complex regulations. While those topics are certainly part of the 

conversation, they are not where your understanding should begin. 

At its heart, GDPR is about people. 

It recognizes that personal information belongs to individuals and that organizations have a 

responsibility to handle that information with care, transparency, and respect. 

That idea may sound simple, but it represents a significant shift in how organizations think 

about data. Personal information is no longer viewed as just another business asset. It is 

information entrusted to an organization by employees, customers, patients, students, 

citizens, and countless others. 

Understanding that trust changes the conversation. 

Rather than asking, "How do we comply with GDPR?" a better question is, "How do we earn 

and maintain the trust of the people whose information we hold?" 

This first part of the guide introduces the foundational concepts behind GDPR. You'll learn 

what the regulation is, why it was created, who it applies to, and the key roles and 

terminology that appear throughout the rest of this guide. 

Don't worry about memorizing legal definitions. 

Instead, focus on understanding the principles. Once those principles become clear, the rest 

of GDPR becomes much easier to understand. 
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What You'll Learn 

By the end of this section, you'll understand: 

What GDPR is and why it exists.  

Who must comply with GDPR.  

What qualifies as personal data.  

The difference between data controllers and data processors.  

The role of the Data Protection Officer (DPO).  

Why these foundational concepts influence every privacy decision an organization makes.  

 

Questions in This Part 

Question 1 — What is GDPR? 

Question 2 — Why was GDPR created? 

Question 3 — Does GDPR apply to my organization? 

Question 4 — Does GDPR apply if my company isn't in Europe? 

Question 5 — What is personal data? 

Question 6 — What is special category (sensitive) data? 

Question 7 — What is processing? 

Question 8 — What is a data controller? 

Question 9 — What is a data processor? 

Question 10 — What is a Data Protection Officer (DPO)? 
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Chapter 1 

What Is GDPR? 

Executive Summary 

The General Data Protection Regulation (GDPR) is the European Union's comprehensive 

privacy law governing how organizations collect, use, store, share, retain, protect, and 

dispose of personal data. Effective since May 25, 2018, GDPR established a single 

framework across the European Union while also applying to many organizations outside 

Europe that process the personal data of EU residents. Rather than focusing only on legal 

compliance, GDPR emphasizes accountability, transparency, and responsible stewardship of 

personal information. 

In Plain English 

GDPR is built on a simple idea: if people trust you with their personal information, you have 

a responsibility to protect it and use it fairly. Individuals should understand what 

information is being collected, why it is needed, who it is shared with, and how long it will 

be retained. Organizations must be able to demonstrate that they are handling information 

responsibly. 

Why It Matters 

Personal information has become one of the world's most valuable business assets. 

Organizations rely on it to deliver services, improve customer experiences, detect fraud, and 

make strategic decisions. GDPR establishes expectations that help organizations earn trust 

while reducing legal, operational, and reputational risk. 

Real-World Example 

A software company headquartered in Tennessee provides cloud-based services to 

customers in Germany and France. Although the company operates in the United States, it 

collects customer names, email addresses, billing information, and support records from 

individuals living in the European Union. Because it processes personal data belonging to 

EU residents, GDPR obligations may apply. 

Peter's Executive Perspective 

Organizations often begin privacy initiatives by purchasing technology instead of 

understanding their information. Before discussing compliance, organizations should know 

what data they have, where it resides, why it exists, who owns it, who can access it, and 

when it should be deleted. Good governance makes compliance sustainable. 

Reality Check 

GDPR compliance cannot be purchased as software. Technology supports governance; it 

does not replace accountable leadership and business ownership. 



17 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

Leadership Checkpoint 

Ask five questions: What personal information do we collect? Why do we collect it? Who 

owns it? Who has access? How long should we keep it? 

Executive Takeaway 

GDPR is a governance framework built on accountability, transparency, and trust. 

Think About It 

If privacy regulations disappeared tomorrow, would your organization still manage 

personal information responsibly? 

Action Plan 

Inventory personal data, assign business owners, validate access, review retention, and 

eliminate unnecessary information. 
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Chapter 2 

Why Was GDPR Created? 

Executive Summary 

GDPR was created to modernize European privacy law for the digital age. As technology 

rapidly evolved, older privacy laws no longer reflected how organizations collected, 

analyzed, transferred, and monetized personal information. The European Union responded 

by creating a regulation that strengthened individual rights while establishing consistent 

rules across member states. 

In Plain English 

Think about how much information organizations collect today compared to twenty years 

ago. Smartphones, cloud services, online shopping, social media, connected devices, and 

artificial intelligence all generate enormous amounts of personal information. GDPR was 

designed to ensure that innovation did not come at the expense of individual privacy. 

Why It Matters 

Consumers increasingly expect organizations to explain how their information is being 

used. GDPR encourages transparency, limits unnecessary collection, strengthens security 

expectations, and requires organizations to demonstrate accountability rather than simply 

claiming they protect privacy. 

The Business Perspective 

Although GDPR originated in Europe, its influence is global. Many organizations outside the 

EU adopted GDPR principles because they improve governance, strengthen customer 

confidence, and simplify compliance with emerging privacy laws in other jurisdictions. 

Peter's Executive Perspective 

Throughout my career, I have found that privacy failures rarely begin with malicious intent. 

More often they begin with poor governance. Organizations collect information because it 

might become useful someday, retain it indefinitely, and lose track of who owns it. GDPR 

challenges leaders to replace that mindset with discipline, accountability, and purpose. 

Reality Check 

GDPR was never intended to slow innovation. It was intended to ensure innovation remains 

responsible. Organizations that build privacy into their business processes often become 

more efficient because they better understand their data and eliminate unnecessary risk. 

Leadership Checkpoint 
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Ask yourself whether your organization collects information because it truly needs it or 

simply because technology makes it easy to collect. The answer often reveals opportunities 

to reduce both risk and cost. 

Executive Takeaway 

GDPR was created to restore balance between innovation and individual privacy. It reminds 

organizations that personal information belongs to people, not to the companies that collect 

it. 

Think About It 

If your customers asked why you collect every piece of personal information in your 

systems, could every business unit provide a clear and defensible answer? 

Action Plan 

Review your organization's major business processes and identify where personal 

information is collected. For each collection point, document the business purpose and 

determine whether every data element remains necessary. 
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Chapter 3 

Who Must Comply with GDPR? 

Executive Summary 

One of the biggest misconceptions about GDPR is that it only applies to organizations 

located in Europe. In reality, GDPR applies based on the personal data being processed and 

the activities being performed—not simply where a company is headquartered. 

Organizations anywhere in the world may fall under GDPR if they offer goods or services to 

individuals in the European Union or monitor their behavior. 

In Plain English 

If your organization has customers, website visitors, employees, business partners, or other 

individuals located in the European Union, you should determine whether GDPR applies. A 

company does not avoid GDPR simply because it is based in the United States, Canada, 

Australia, or another country. 

Why It Matters 

Many organizations mistakenly believe GDPR is someone else's problem until they expand 

internationally or discover they have European customers. Waiting until after expansion 

can lead to expensive compliance projects, contract delays, and unnecessary legal risk. 

Understanding applicability early allows organizations to build privacy into their 

operations instead of retrofitting it later. 

Who Is Typically Covered? 

GDPR commonly applies to organizations that sell products or services to EU residents, 

maintain websites directed toward European customers, conduct online behavioral 

tracking, operate multinational businesses, employ workers within the EU, or process 

personal information on behalf of organizations already subject to GDPR. 

Real-World Example 

A Tennessee-based software company launches an online subscription platform that 

accepts payments in euros, offers customer support in several European languages, and 

markets directly to customers in France and Germany. Although every employee works in 

the United States, the company has intentionally targeted EU customers. GDPR may 

therefore apply to many aspects of its operations. 

Peter's Executive Perspective 

Throughout my career, I have watched organizations spend months debating whether a 

regulation technically applies instead of asking a more important question: Are we 

managing personal information responsibly? Compliance is important, but responsible 

governance should never depend solely on legal jurisdiction. Organizations that build 
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mature governance programs are usually far better prepared when new regulations 

emerge. 

Reality Check 

GDPR does not require every organization in the world to comply. However, it reaches 

much farther than many executives expect. Every organization with international ambitions 

should evaluate its privacy obligations before entering new markets. 

Leadership Checkpoint 

Ask your leadership team whether your organization knowingly serves customers, patients, 

students, employees, or business partners located in the European Union. If the answer is 

yes—or even 'possibly'—a GDPR applicability assessment should become a priority. 

Executive Takeaway 

GDPR is not defined by geography alone. It is defined by how organizations interact with the 

personal information of individuals located within the European Union. 

Think About It 

If your marketing department launched a European advertising campaign tomorrow, would 

your organization already have the privacy governance necessary to support it? 

Action Plan 

Work with legal, privacy, marketing, human resources, and business leaders to identify 

every business activity involving individuals in the European Union. Document those 

activities, determine whether GDPR applies, and incorporate the results into your 

governance program. 
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Chapter 4 

What Is Personal Data? 

Executive Summary 

At the heart of GDPR is one simple question: what information identifies a person? GDPR 

refers to this as personal data. The definition is intentionally broad because modern 

technology allows individuals to be identified in many different ways. Understanding what 

qualifies as personal data is one of the most important steps in building an effective privacy 

program. 

In Plain English 

Personal data is any information that can identify a person directly or indirectly. Some 

examples are obvious, such as a person's name or Social Security number. Others are less 

obvious, including an IP address, employee ID, location data, online identifiers, 

photographs, or a combination of data elements that together can identify someone. 

Common Examples of Personal Data 

Examples include names, home addresses, email addresses, phone numbers, passport 

numbers, driver's license numbers, employee identification numbers, customer account 

numbers, IP addresses, device identifiers, GPS location information, photographs, video 

recordings, voice recordings, biometric identifiers, financial information, healthcare 

information, and any combination of data that can reasonably identify an individual. 

Why It Matters 

Organizations often underestimate how much personal data they possess. Information may 

exist across cloud platforms, collaboration tools, email systems, file shares, backups, AI 

platforms, and legacy applications. If an organization does not recognize that information as 

personal data, it cannot properly protect it or apply the appropriate governance controls. 

Real-World Example 

A company believes it stores only customer email addresses and purchase history. 

However, its website also logs IP addresses, device identifiers, browser information, and 

customer location data. Individually, some of these items may appear harmless. Together, 

they can identify specific individuals and therefore become personal data under GDPR. 

Peter's Executive Perspective 

One of the biggest surprises I encounter when working with organizations is discovering 

how much personal information exists outside traditional business systems. Employees 

save spreadsheets locally, departments maintain unofficial databases, and collaboration 

platforms accumulate years of documents. Before discussing privacy, organizations must 

first discover where their information lives. You cannot govern information you cannot see. 
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Reality Check 

Personal data is not limited to structured databases. Unstructured information—including 

emails, Word documents, PDFs, presentations, chat messages, recordings, and images—

often contains some of the organization's most sensitive personal information. 

Leadership Checkpoint 

Ask your executives a simple question: If I asked you today where every copy of employee, 

customer, or patient information exists, could anyone provide a complete answer? Most 

organizations cannot—and that is exactly where privacy improvement begins. 

Executive Takeaway 

Personal data extends far beyond names and identification numbers. Understanding its full 

scope allows organizations to make better decisions about governance, privacy, security, 

retention, and AI readiness. 

Think About It 

How much personal information exists within your organization that no one has 

intentionally classified or even knows exists? 

Action Plan 

Begin a data discovery initiative that identifies both structured and unstructured 

repositories containing personal information. Classify the data, assign business ownership, 

review access permissions, and establish retention requirements. These activities create the 

foundation for every successful GDPR compliance effort. 
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Chapter 5 

What Is Special Category Data? 

Executive Summary 

Not all personal data carries the same level of risk. GDPR recognizes that certain types of 

information could cause significant harm if misused or disclosed. This information is known 

as Special Category Data and receives additional legal protections because of its sensitive 

nature. 

In Plain English 

Special Category Data includes information that reveals a person's racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade union membership, genetic data, 

biometric data used for identification, health information, and data concerning a person's 

sex life or sexual orientation. Organizations must handle this information with greater care 

than ordinary personal data. 

Why It Matters 

The unauthorized disclosure of sensitive information can lead to discrimination, identity 

theft, reputational damage, financial loss, and emotional harm. GDPR therefore places 

stricter conditions on collecting, processing, sharing, and protecting these categories of 

information. 

Examples 

Examples include employee medical records, biometric access control systems, fingerprint 

or facial recognition templates, patient records, genetic testing results, disability 

accommodations, and other information that falls within GDPR's Special Category Data 

definitions. 

Real-World Example 

A healthcare provider stores patient diagnoses, treatment plans, laboratory results, and 

biometric identifiers used to verify patient identity. Because these records contain Special 

Category Data, the organization must implement strong governance, security controls, 

limited access, and clearly defined processing purposes. 

Peter's Executive Perspective 

Many executives immediately think of hospitals when they hear sensitive data. In reality, 

almost every organization may possess some form of Special Category Data through human 

resources, security systems, wellness programs, or accessibility accommodations. One of 
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the first responsibilities of leadership is knowing where this information exists and who is 

responsible for it. 

Reality Check 

Encrypting sensitive information is important, but encryption alone is not enough. 

Organizations also need clear ownership, documented purposes for processing, role-based 

access, retention schedules, employee training, and continuous oversight. 

Leadership Checkpoint 

Could your organization identify every repository containing sensitive personal information 

today? If not, discovery and classification should become an executive priority. 

Executive Takeaway 

Special Category Data deserves additional protection because the consequences of misuse 

are greater. Responsible governance reduces both organizational risk and harm to 

individuals. 

Think About It 

Would your organization be comfortable explaining to regulators, customers, employees, or 

the public exactly how it protects its most sensitive information? 

Action Plan 

Inventory all repositories containing Special Category Data, identify the business owner for 

each, validate access permissions, review encryption and retention practices, and ensure 

processing activities are supported by an appropriate legal basis. 
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Chapter 6 

What Does "Processing" Mean Under GDPR? 

Executive Summary 

One of the broadest concepts within GDPR is the term 'processing.' Many executives assume 

processing means analyzing data with software or artificial intelligence. Under GDPR, 

however, processing includes almost anything an organization does with personal data 

throughout its entire lifecycle. 

In Plain English 

If your organization collects, stores, views, copies, updates, shares, organizes, transmits, 

secures, archives, or deletes personal information, it is processing personal data. Even 

simply allowing an employee to view a customer record is considered processing under 

GDPR. 

Examples of Processing 

Processing includes collecting information through online forms, recording customer 

conversations, storing employee records, updating addresses, sending marketing emails, 

sharing information with vendors, generating reports, backing up files, using AI tools to 

analyze data, retrieving archived records, and securely deleting information when it is no 

longer needed. 

Why It Matters 

Understanding processing is essential because nearly every GDPR obligation is tied to 

processing activities. Organizations must know what information is being processed, why it 

is processed, who performs the processing, where it occurs, who receives the information, 

and how long it is retained. 

Real-World Example 

A retailer collects customer names during an online purchase. The information is 

transmitted through the website, stored in a cloud database, shared with a shipping 

company, used by customer service representatives, analyzed for purchasing trends, backed 

up nightly, and eventually deleted according to the company's retention policy. Every one of 

these activities is considered processing under GDPR. 

Peter's Executive Perspective 

Many organizations focus only on where information is stored. In my experience, that is 

only part of the picture. The greater challenge is understanding how information moves 
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throughout the organization. Every transfer between departments, every vendor 

relationship, every AI application, and every automated workflow introduces additional 

governance considerations. You cannot effectively govern data until you understand its 

complete lifecycle. 

Reality Check 

Most organizations perform thousands—sometimes millions—of processing activities every 

day. Without documented processes, organizations often struggle to demonstrate 

accountability during audits, regulatory reviews, or security investigations. 

Leadership Checkpoint 

Could your leadership team explain how customer, employee, or patient information moves 

from initial collection through final deletion? If not, there are likely governance gaps that 

deserve attention. 

Executive Takeaway 

Processing is much more than using information—it encompasses every action performed 

on personal data from the moment it is collected until it is securely destroyed. 

Think About It 

How many business processes within your organization involve personal information that 

has never been formally documented? 

Action Plan 

Map the lifecycle of at least one major category of personal information. Document where 

the data originates, every system that stores it, every department that uses it, every external 

party that receives it, and the point at which it is ultimately deleted. This exercise often 

reveals opportunities to improve governance, reduce risk, and strengthen compliance. 
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Chapter 7 

What Is a Data Controller? 

Executive Summary 

A Data Controller is the individual or organization that decides why personal data is 

collected and how it will be processed. Under GDPR, the controller carries primary 

responsibility for ensuring that personal information is handled lawfully, fairly, and 

transparently. Understanding who the controller is forms the foundation of accountability 

within every privacy program. 

In Plain English 

Think of the Data Controller as the decision-maker. The controller decides what information 

is needed, why it is needed, how long it should be kept, who may access it, and when it 

should be deleted. The controller determines the business purpose behind processing 

personal data. 

Why It Matters 

Many organizations mistakenly believe the IT department is automatically responsible for 

all data because it manages the systems. In reality, IT manages technology—not business 

decisions. The business unit that determines the purpose for collecting and using personal 

information is typically the Data Controller. 

Common Examples 

A Human Resources department acts as the controller for employee records. A Marketing 

department may act as the controller for customer mailing lists. A healthcare organization 

serves as the controller for patient information. A financial institution is generally the 

controller for customer account information. In each case, the business determines why the 

information exists. 

Real-World Example 

A retail company collects customer information for online purchases. Marketing wants to 

send promotional emails, Finance needs billing information, Customer Service requires 

order history, and IT provides the technology platform. The business leaders determine 

why the information is processed, making the organization the Data Controller, while IT 

supports the technical infrastructure. 

Peter's Executive Perspective 

One of the most common governance challenges I have encountered is confusion over 

ownership. Organizations often assume that because IT stores the data, IT owns the data. 

That assumption weakens accountability. Throughout my career I have consistently 

emphasized that business units own information while technology teams manage the 
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systems that support it. Once ownership is clearly established, governance becomes 

significantly easier. 

Reality Check 

Without clearly identified Data Controllers, decisions about retention, access, sharing, 

security, and regulatory compliance often become inconsistent. Accountability cannot exist 

when ownership is unclear. 

Leadership Checkpoint 

Ask each executive to identify the information their business area owns. Can they explain 

why it is collected, who has access, how long it is retained, and when it should be deleted? If 

not, governance responsibilities may not be fully understood. 

Executive Takeaway 

The Data Controller is accountable for the business decisions surrounding personal 

information. Strong governance begins by assigning ownership to the people who 

understand the business purpose behind the data. 

Think About It 

If a regulator asked who owns every major category of personal information in your 

organization, would there be one clear answer for each data set? 

Action Plan 

Develop a formal data ownership inventory that assigns a business owner to every major 

category of personal information. Document responsibilities for collection, processing, 

access approvals, retention, disposal, and regulatory compliance. This simple exercise 

creates one of the strongest foundations for long-term governance. 
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Chapter 8 

What Is a Data Processor? 

Executive Summary 

A Data Processor is a person or organization that processes personal data on behalf of a 

Data Controller. Unlike the controller, the processor does not decide why personal data is 

collected or the business purpose for using it. Instead, the processor follows the 

documented instructions of the controller while protecting the information entrusted to it. 

In Plain English 

Think of the Data Controller as the organization making the business decisions and the Data 

Processor as the trusted service provider carrying out those decisions. Payroll companies, 

cloud providers, managed service providers, software vendors, and document destruction 

companies often act as Data Processors. 

Why It Matters 

Organizations increasingly rely on third parties to host systems, analyze data, provide 

customer support, process payroll, and deliver cloud services. Every time personal 

information is shared with a vendor, leadership must understand who is responsible for 

protecting that information and what contractual safeguards are required. 

Common Examples 

A payroll provider processing employee information, a cloud hosting company storing 

customer databases, an email marketing platform distributing newsletters, a managed 

security provider monitoring systems, and a records destruction company securely 

disposing of paper files may all act as Data Processors depending on the services provided. 

Real-World Example 

A manufacturing company contracts with a cloud-based HR platform to manage employee 

records. The manufacturer determines what employee information is collected and why it is 

needed. The software company stores and processes the records according to the 

manufacturer's instructions. The manufacturer is the Data Controller, while the software 

provider is the Data Processor. 

Peter's Executive Perspective 

One of the most overlooked risks I have seen is assuming that outsourcing a business 

function also outsources accountability. It does not. Vendors may process your information, 

but leadership remains responsible for selecting trustworthy partners, defining 

expectations, monitoring performance, and ensuring appropriate contractual protections 

are in place. 
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Reality Check 

Signing a contract with a vendor does not automatically satisfy GDPR. Organizations should 

perform due diligence, understand security practices, review privacy commitments, and 

establish clear data processing agreements before sharing personal information. 

Leadership Checkpoint 

Can your organization identify every third party that processes personal information on 

your behalf? Do you know what data they receive, why they receive it, where it is stored, 

and what happens when the contract ends? 

Executive Takeaway 

Data Processors play a critical role in today's digital economy, but responsibility cannot be 

delegated away. Strong governance requires continuous oversight of every organization 

entrusted with personal information. 

Think About It 

If one of your major vendors experienced a data breach tomorrow, could you quickly 

identify what personal information they hold and the impact on your organization? 

Action Plan 

Create a centralized inventory of all vendors that process personal information. Document 

the services they provide, the categories of data involved, contract requirements, security 

expectations, retention obligations, and periodic review schedules. 
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Chapter 9 

Does My Organization Need a Data Protection Officer (DPO)? 

Executive Summary 

One of the most frequently asked questions about GDPR is whether an organization must 

appoint a Data Protection Officer (DPO). The answer depends on the nature of the 

organization's activities rather than its size alone. Some organizations are legally required 

to appoint a DPO, while others choose to do so because it strengthens governance, privacy 

oversight, and executive accountability. 

In Plain English 

A Data Protection Officer is an independent privacy leader who helps an organization 

comply with GDPR. The DPO advises leadership, monitors compliance, educates employees, 

assists with privacy impact assessments, and serves as a point of contact for regulators and 

individuals whose personal data is being processed. 

When Is a DPO Required? 

GDPR generally requires a DPO when a public authority processes personal data, when an 

organization's core activities involve large-scale regular and systematic monitoring of 

individuals, or when its core activities involve large-scale processing of Special Category 

Data or criminal offense data. Organizations that do not meet these conditions may still 

voluntarily appoint a DPO. 

Why It Matters 

The DPO helps ensure that privacy considerations are incorporated into everyday business 

decisions rather than treated as an afterthought. By providing independent advice and 

oversight, the DPO helps reduce regulatory risk, improve governance, and build trust with 

customers, employees, and business partners. 

Real-World Example 

A multinational healthcare organization processes millions of patient records every year. 

Because its core business depends on the large-scale processing of sensitive health 

information, appointing a qualified Data Protection Officer is a fundamental GDPR 

requirement. The DPO works closely with executives, legal counsel, security teams, and 

business leaders to ensure privacy obligations are consistently met. 

Peter's Executive Perspective 

Having served as a Chief Data Privacy Officer, I learned that privacy leadership is most 

effective when it is viewed as a strategic business function rather than simply a compliance 

role. The best privacy leaders build relationships across the organization, educate 

executives, influence decision-making, and help establish governance that supports long-
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term business objectives. Privacy should never operate in isolation from security, legal, 

technology, and business leadership. 

Reality Check 

Appointing a DPO does not automatically make an organization complaint. Executive 

leadership remains accountable for ensuring that privacy responsibilities are properly 

funded, supported, and integrated into business operations. 

Leadership Checkpoint 

Ask your executive team whether privacy responsibilities are clearly assigned. If no one 

owns privacy at the enterprise level, important obligations may be overlooked as new 

technologies, vendors, AI solutions, and business initiatives are introduced. 

Executive Takeaway 

A Data Protection Officer provides independent guidance that strengthens governance, 

supports responsible decision-making, and helps organizations demonstrate accountability 

under GDPR. 

Think About It 

If regulators asked who is responsible for privacy across your organization today, would 

there be one clearly identified leader with the authority and independence to perform that 

role effectively? 

Action Plan 

Evaluate whether your organization is legally required to appoint a DPO. Even if it is not, 

consider assigning executive-level privacy leadership, defining clear responsibilities, 

establishing reporting structures, and ensuring privacy is represented in strategic business 

decisions from the very beginning. 
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Chapter 10 

The Seven Principles of GDPR 

Executive Summary 

The General Data Protection Regulation is built on seven core principles that guide every 

decision involving personal information. These principles are more than legal 

requirements—they are the foundation of responsible data governance. Organizations that 

understand and apply these principles consistently are better positioned to build trust, 

reduce risk, and demonstrate accountability. 

In Plain English 

The seven principles provide a common-sense framework for handling personal data. They 

require organizations to be honest about what they collect, collect only what they need, 

keep information accurate, protect it appropriately, retain it only as long as necessary, and 

be able to demonstrate that these responsibilities are being fulfilled. 

The Seven Principles 

1. Lawfulness, Fairness, and Transparency – Process personal data legally and openly. 

2. Purpose Limitation – Collect information only for specific, legitimate purposes. 

3. Data Minimization – Collect only the information necessary to accomplish the stated 

purpose. 

4. Accuracy – Keep personal information accurate and up to date. 

5. Storage Limitation – Retain information only as long as necessary. 

6. Integrity and Confidentiality – Protect information through appropriate security 

measures. 

7. Accountability – Be able to demonstrate compliance with all of the above principles. 

Why It Matters 

These principles influence nearly every GDPR requirement. Privacy notices, consent, 

retention schedules, access controls, vendor management, security programs, AI 

governance, and employee training all trace back to these seven foundational concepts. 

Organizations that embed them into daily operations find compliance significantly easier. 

Real-World Example 

A retail organization redesigns its customer onboarding process. Instead of requesting 

every possible piece of information, it collects only what is necessary to complete the 

transaction. It clearly explains why the information is needed, verifies its accuracy, restricts 

employee access, automatically deletes outdated records, and documents each decision. The 

company has effectively incorporated the GDPR principles into a routine business process. 
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Peter's Executive Perspective 

Throughout my career, I have found that organizations often focus on regulations instead of 

principles. Regulations evolve. Principles endure. When executives understand why these 

principles exist, they begin making better decisions long before compliance questions arise. 

Good governance naturally supports privacy, security, artificial intelligence, and business 

integrity because it is built upon consistent principles rather than isolated compliance 

projects. 

Reality Check 

Many organizations can recite the seven principles during an audit, yet struggle to 

demonstrate them in practice. Policies alone are not enough. The principles must be 

reflected in business processes, technology decisions, employee behavior, vendor 

relationships, and executive leadership. 

Leadership Checkpoint 

Could every executive explain how these seven principles apply to their department? If not, 

privacy may still be viewed as a legal issue rather than a leadership responsibility. 

Executive Takeaway 

The seven principles of GDPR are not simply regulatory requirements—they are practical 

business principles that improve governance, reduce organizational risk, strengthen 

security, and build lasting trust. 

Think About It 

If an auditor observed how your organization actually handles personal information each 

day, would they see these seven principles reflected in practice—or only documented in 

policies? 

Action Plan 

Review each of the seven principles with business leaders. Identify one current business 

process that supports each principle and one area that could be improved. Prioritize 

improvements that strengthen governance, accountability, and transparency across the 

organization. 
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PART II 

Applying GDPR in Practice 

Building an Effective Privacy Program 

"Understanding GDPR is only the beginning. This section focuses on the operational 

practices, governance, and leadership needed to apply GDPR successfully within an 

organization." 

Questions in This Part 

Question 11 — The Lawful Bases for Processing Personal Data 

Question 12 — Understanding Consent Under GDPR 

Question 13 — Understanding the Rights of Individuals 

Question 14 — Privacy Notices and Transparency 

Question 15 — Records of Processing Activities (ROPA) 

Question 16 — Data Protection Impact Assessments (DPIAs) 

Question 17 — Privacy by Design and Privacy by Default 

Question 18 — Data Retention and Secure Disposal 

Question 19 — Vendor Management and Third-Party Risk 

Question 20 — Security, Breach Notification, and Incident Response 

Question 21 — International Data Transfers 

Question 22 — Training, Awareness, and Building a Privacy Culture 

 

 

 

 



37 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

Chapter 11 

The Lawful Bases for Processing Personal Data 

Executive Summary 

One of the most important requirements under GDPR is that every processing activity 

involving personal data must have a valid legal basis. Organizations cannot collect or use 

personal information simply because it may be valuable someday. They must clearly 

understand and document why they are processing the information. 

In Plain English 

Before collecting personal information, ask one simple question: 'Why are we doing this?' If 

your organization cannot identify a lawful reason, it should reconsider whether the 

information should be collected at all. GDPR requires purpose before processing. 

The Six Lawful Bases 

GDPR recognizes six lawful bases for processing personal data: 

1. Consent – The individual has given clear permission. 

2. Contract – Processing is necessary to fulfill a contract. 

3. Legal Obligation – Processing is required by law. 

4. Vital Interests – Processing protects someone's life. 

5. Public Task – Processing supports an official public interest or governmental function. 

6. Legitimate Interests – Processing supports a legitimate business interest that does not 

override an individual's rights and freedoms. 

Why It Matters 

The lawful basis determines how an organization manages personal information 

throughout its lifecycle. It influences privacy notices, individual rights, retention schedules, 

marketing practices, vendor relationships, and regulatory obligations. Selecting the wrong 

lawful basis can create unnecessary compliance risk. 

Real-World Example 

A retailer asks customers to join a loyalty program. The company relies on consent to send 

promotional emails, while processing payment information is based on the contract needed 

to complete the purchase. Payroll information for employees is processed under legal 

obligations. Different processing activities often rely on different lawful bases within the 

same organization. 

Peter's Executive Perspective 

One of the mistakes I have seen over the years is assuming consent solves every privacy 

problem. It does not. Consent is only one lawful basis, and in many situations it is not the 

strongest choice. Executive leadership should focus on understanding the business purpose 
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behind processing first, then identify the lawful basis that best supports that activity. Good 

governance always begins with purpose. 

Reality Check 

Organizations should never switch between lawful bases simply because one becomes 

inconvenient. The legal basis should be determined before processing begins and 

documented as part of the organization's governance process. 

Leadership Checkpoint 

Can each business unit explain why it collects personal information and identify the lawful 

basis supporting every major processing activity? If not, there may be hidden compliance 

gaps. 

Executive Takeaway 

Every processing activity requires a clearly defined legal foundation. Understanding the six 

lawful bases helps organizations make consistent, defensible decisions while strengthening 

governance and customer trust. 

Think About It 

If regulators reviewed your largest business processes today, would they find a documented 

lawful basis for every category of personal information you process? 

Action Plan 

Develop a processing inventory that identifies each major business activity involving 

personal information. Document the business purpose, lawful basis, business owner, 

systems involved, retention period, and any third parties receiving the information. This 

inventory becomes one of the cornerstones of an effective GDPR program. 
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Chapter 12 

Understanding Consent Under GDPR 

Executive Summary 

Consent is one of the six lawful bases for processing personal data under GDPR, but it is also 

one of the most misunderstood. Many organizations assume obtaining consent is always the 

safest option. In reality, GDPR sets a high standard for valid consent, and there are many 

situations where another lawful basis is more appropriate. 

In Plain English 

Consent means giving people a real choice. Individuals must understand what they are 

agreeing to, why their information is being collected, how it will be used, and who it will be 

shared with. They must also be free to say no and be able to withdraw their consent just as 

easily as they gave it. 

What Makes Consent Valid? 

For consent to be valid under GDPR, it must be: 

• Freely given 

• Specific 

• Informed 

• Unambiguous 

• Documented 

• Easy to withdraw 

 

Silence, pre-checked boxes, or vague language do not constitute valid consent. 

Why It Matters 

Organizations that rely on consent must be able to demonstrate when consent was 

obtained, exactly what the individual agreed to, and how consent can be withdrawn. Failing 

to manage consent properly can undermine customer trust and expose the organization to 

regulatory scrutiny. 

Real-World Example 

An online retailer asks customers if they would like to receive promotional emails. The 

checkbox is blank by default, the language clearly explains what communications will be 

sent, and customers can unsubscribe at any time with a single click. This is an example of 

consent that aligns with GDPR expectations. 
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Peter's Executive Perspective 

One of the biggest misconceptions I encounter is the belief that every privacy activity 

requires consent. It does not. Organizations should first determine the true business 

purpose for processing personal information and then identify the appropriate lawful basis. 

Using consent when another lawful basis is more suitable can actually create unnecessary 

operational challenges, especially if consent is later withdrawn. 

Reality Check 

Consent is not permanent. Individuals have the right to withdraw their consent at any time. 

Organizations must have processes in place to honor those requests promptly and 

consistently. 

Leadership Checkpoint 

Could your organization produce evidence showing when consent was obtained, what the 

individual agreed to, and whether consent has since been withdrawn? If not, your consent 

management process may need improvement. 

Executive Takeaway 

Consent is about transparency, choice, and trust—not simply collecting signatures or 

checking boxes. Well-managed consent strengthens customer confidence and demonstrates 

respect for individual privacy. 

Think About It 

If one of your customers withdrew consent today, could every department and every 

system stop processing that individual's information where consent is the lawful basis? 

Action Plan 

Review every business process that relies on consent. Verify that consent is freely given, 

properly documented, easily withdrawn, and periodically reviewed. Where appropriate, 

determine whether another lawful basis better supports the processing activity. 
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Chapter 13 

Understanding the Rights of Individuals (Data Subject Rights) 

Executive Summary 

One of GDPR's defining features is that it gives individuals meaningful rights over their 

personal information. These rights are designed to provide transparency, increase trust, 

and give people greater control over how organizations collect, use, store, and share their 

personal data. 

In Plain English 

GDPR recognizes that personal information belongs to the individual—not the organization. 

While businesses may legitimately collect and use personal data, individuals have the right 

to understand what information is held about them, request changes, receive copies, and in 

certain circumstances ask that it be deleted. 

The Eight Data Subject Rights 

The primary GDPR rights include: the Right to Be Informed, Right of Access, Right to 

Rectification, Right to Erasure (Right to Be Forgotten), Right to Restrict Processing, Right to 

Data Portability, Right to Object, and Rights related to Automated Decision-Making and 

Profiling. 

Why It Matters 

Organizations must establish repeatable processes for receiving, validating, tracking, 

responding to, and documenting requests. A poorly managed request can damage trust, 

delay business operations, and expose the organization to regulatory scrutiny. 

Real-World Example 

A customer asks an online retailer for a copy of all personal information the company 

maintains. The retailer verifies the customer's identity, gathers records from multiple 

systems, explains why the information is processed, identifies any third parties that 

received it, and responds within the required timeframe. This demonstrates a mature 

privacy program. 

Peter's Executive Perspective 

Many leaders view data subject requests as administrative work. I see them differently. 

They provide an opportunity to demonstrate accountability and strengthen customer trust. 

Organizations that know where their data resides can respond efficiently. Those that have 

poor data discovery and ownership often struggle because they cannot quickly locate the 

requested information. 
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Reality Check 

Responding to data subject requests requires more than a privacy policy. Organizations 

need documented procedures, trained employees, defined responsibilities, technology 

support, and strong coordination across legal, privacy, security, IT, and business teams. 

Leadership Checkpoint 

If someone exercised any of these rights today, could your organization locate all relevant 

information across cloud services, email, file shares, AI platforms, backups, and business 

applications? 

Executive Takeaway 

Data subject rights reinforce the principle that transparency and accountability are 

essential components of responsible governance. Organizations that prepare in advance 

respond faster, reduce risk, and build stronger relationships with customers and 

employees. 

Think About It 

How confident are you that your organization can fulfill a complex data subject request 

without relying on manual searches across dozens of disconnected systems? 

Action Plan 

Create a formal process for managing data subject requests. Assign business ownership, 

define response workflows, establish verification procedures, identify supporting systems, 

document timelines, and regularly test the process through tabletop exercises. 
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Chapter 14 

Privacy Notices and Transparency 

Executive Summary 

Transparency is one of the cornerstones of GDPR. Organizations must clearly explain what 

personal information they collect, why they collect it, how it will be used, who it will be 

shared with, how long it will be retained, and what rights individuals have regarding their 

information. A well-written privacy notice is not simply a legal document—it is a trust-

building communication between an organization and the people it serves. 

In Plain English 

A privacy notice answers the questions people naturally ask before sharing their personal 

information: What information are you collecting? Why do you need it? Who will see it? 

How long will you keep it? What choices do I have? GDPR expects these answers to be 

written in clear, understandable language rather than confusing legal terminology. 

What Should a Privacy Notice Include? 

A comprehensive privacy notice typically identifies the organization, explains the categories 

of personal information collected, describes the purposes for processing, identifies the 

lawful basis, lists third parties that may receive the information, explains retention 

practices, outlines individual rights, provides contact information, and explains how 

individuals can submit questions or complaints. 

Why It Matters 

Privacy notices set expectations before information is collected. Clear communication 

reduces confusion, strengthens customer confidence, and demonstrates that the 

organization values openness. Poorly written notices often create unnecessary questions, 

increase regulatory risk, and weaken public trust. 

Real-World Example 

A financial services company redesigns its online privacy notice using plain language. 

Instead of several pages of legal text, it organizes information into simple sections with 

clear headings, explains why each category of information is collected, identifies the legal 

basis for processing, and provides easy-to-find contact information for privacy questions. 

Customers report greater confidence because they understand how their information will 

be handled. 

Peter's Executive Perspective 

Throughout my career, I have encouraged organizations to think beyond regulatory 

compliance. A privacy notice should reflect an organization's values, not simply satisfy a 

legal requirement. If customers cannot understand how their information is being used, 
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transparency has failed. Plain English builds trust far more effectively than complicated 

legal language. 

Reality Check 

Publishing a privacy notice is only the beginning. Organizations must ensure that their 

actual business practices match what the notice promises. If business processes change, 

privacy notices should be reviewed and updated promptly. 

Leadership Checkpoint 

Read your organization's privacy notice as if you were a first-time customer. Would you 

clearly understand what information is being collected, why it is needed, and what choices 

you have? If not, improvements are likely needed. 

Executive Takeaway 

Transparency is more than disclosure—it is an opportunity to demonstrate honesty, 

accountability, and respect for the people whose information you collect. 

Think About It 

If your customers compared your published privacy notice with your organization's daily 

business practices, would they find complete alignment? 

Action Plan 

Review every public-facing privacy notice across your organization. Confirm that each 

reflects current business practices, is written in plain language, identifies the appropriate 

lawful bases, accurately describes data sharing and retention, and provides clear 

instructions for exercising individual privacy rights. 
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Chapter 15 

Records of Processing Activities (ROPA) 

Executive Summary 

One of the most valuable governance tools under GDPR is the Record of Processing 

Activities, commonly known as the ROPA. Rather than relying on memory or scattered 

documentation, a ROPA provides a centralized inventory of how an organization processes 

personal data. It helps demonstrate accountability and gives leadership a clear picture of 

where personal information exists and how it moves throughout the organization. 

In Plain English 

Think of a ROPA as a detailed map of your organization's personal data. It documents what 

information you collect, why you collect it, who owns it, where it is stored, who has access, 

who receives it, how long it is retained, and how it is protected. Without this map, managing 

privacy becomes far more difficult. 

What Does a ROPA Include? 

A well-designed ROPA typically documents the business process, purpose for processing, 

lawful basis, categories of personal data, categories of individuals, business owner, systems 

involved, recipients of the information, international data transfers, retention period, 

security controls, and the departments responsible for the processing activity. 

Why It Matters 

A current ROPA helps organizations answer regulatory questions quickly, respond to data 

subject requests efficiently, support privacy impact assessments, improve vendor 

management, strengthen AI governance, and identify unnecessary or duplicate processing 

activities. It also becomes an essential reference during audits and security incidents. 

Real-World Example 

A manufacturing company develops a ROPA for its Human Resources department. The 

record identifies every HR process involving personal information, including recruiting, 

payroll, benefits administration, performance management, and employee training. For 

each activity, the organization documents the purpose, lawful basis, systems used, third-

party processors, retention period, and business owner. Leadership now has a complete 

picture of how employee data is managed. 
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Peter's Executive Perspective 

Throughout my career, I have consistently emphasized that organizations cannot govern 

information they cannot see. A ROPA transforms privacy from theory into operational 

reality. It is one of the first places I look when assessing the maturity of a governance 

program because it demonstrates whether an organization truly understands its data 

environment. 

Reality Check 

A ROPA is not a one-time compliance exercise. Business processes, vendors, AI technologies, 

cloud services, and regulations continually evolve. The ROPA should be reviewed and 

updated regularly so it accurately reflects how personal information is actually being 

processed. 

Leadership Checkpoint 

Could your executive team identify every major business process involving personal 

information today? If not, your organization may benefit from developing or improving a 

comprehensive ROPA. 

Executive Takeaway 

A Record of Processing Activities is much more than regulatory documentation. It is a 

governance asset that supports privacy, security, operational efficiency, and executive 

decision-making. 

Think About It 

If a regulator or customer asked your organization to explain how personal information 

flows through your business, could you produce one authoritative source that tells the 

complete story? 

Action Plan 

Work with business leaders to create or update your organization's ROPA. Assign business 

ownership, validate processing purposes, confirm lawful bases, review retention schedules, 

identify vendors, and establish a process for keeping the record current as business 

operations evolve. 
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Chapter 16 

Data Protection Impact Assessments (DPIAs) 

Executive Summary 

A Data Protection Impact Assessment (DPIA) is one of GDPR's most valuable risk 

management tools. Rather than reacting to privacy problems after they occur, a DPIA helps 

organizations identify, evaluate, and reduce privacy risks before implementing new 

projects, technologies, business processes, or artificial intelligence solutions. It embodies 

the principle of 'Privacy by Design.' 

In Plain English 

A DPIA is similar to asking, 'What could go wrong before we launch this project?' It provides 

a structured way to examine how personal information will be collected, used, shared, 

protected, retained, and ultimately disposed of. The goal is to identify risks early, when they 

are easier and less expensive to address. 

When Is a DPIA Required? 

A DPIA is generally required when processing is likely to result in a high risk to the rights 

and freedoms of individuals. Common examples include large-scale processing of sensitive 

information, systematic monitoring of individuals, extensive profiling, use of emerging 

technologies such as artificial intelligence, or processing that could significantly affect 

individuals if something goes wrong. 

Why It Matters 

Organizations often focus heavily on cybersecurity testing while overlooking privacy risk 

analysis. A DPIA complements security by evaluating whether personal information is being 

collected appropriately, whether the processing is necessary, whether less intrusive 

alternatives exist, and whether adequate governance controls have been established. 

Real-World Example 

A healthcare organization plans to deploy an AI application that analyzes patient records to 

improve treatment recommendations. Before implementation, the privacy office conducts a 

DPIA to identify what data will be processed, evaluate the lawful basis, assess security 

safeguards, review vendor responsibilities, examine potential bias, and determine how 

patients' privacy rights will be protected. Several improvements are made before the 

system goes into production. 

Peter's Executive Perspective 

Throughout my career, I have encouraged organizations to ask privacy questions as early as 

possible—not after contracts are signed or systems are deployed. A well-executed DPIA 

prevents expensive redesigns, strengthens executive decision-making, and demonstrates 
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that privacy, security, and governance are being considered together. This is especially 

important as organizations adopt AI at an unprecedented pace. 

Reality Check 

A DPIA is not simply another compliance document. It is a decision-making tool that helps 

leadership understand privacy risks before those risks become operational, legal, or 

reputational problems. 

Leadership Checkpoint 

Does your organization evaluate privacy impacts before implementing new technologies, 

cloud services, AI solutions, mergers, acquisitions, or major business initiatives? If not, 

opportunities to reduce risk may be missed. 

Executive Takeaway 

A Data Protection Impact Assessment shifts privacy from a reactive exercise to a proactive 

business discipline. Organizations that routinely perform DPIAs make better decisions, 

reduce risk, and build greater trust. 

Think About It 

If your organization introduced a major AI platform tomorrow, would privacy risks be 

evaluated before deployment—or only after concerns were raised? 

Action Plan 

Establish a formal DPIA process that becomes part of your project management and 

governance lifecycle. Define when assessments are required, assign responsibilities, involve 

privacy, security, legal, and business stakeholders, document mitigation strategies, and 

review results before implementation begins. 
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Chapter 17 

Privacy by Design and Privacy by Default 

Executive Summary 

Privacy by Design and Privacy by Default are foundational GDPR concepts that require 

organizations to consider privacy from the very beginning of every project, system, business 

process, and technology initiative. Rather than treating privacy as an afterthought, GDPR 

expects organizations to build privacy into the design of products and services and to 

configure systems so they protect personal information automatically. 

In Plain English 

Imagine building a new house. It is much easier and less expensive to install plumbing and 

electrical wiring during construction than after the walls are finished. Privacy works the 

same way. When privacy is considered during planning, organizations avoid costly 

redesigns, reduce risk, and build greater trust. 

Privacy by Design 

Privacy by Design means privacy considerations are included throughout the project 

lifecycle. Business owners, privacy professionals, security teams, legal counsel, architects, 

developers, and project managers work together to evaluate risks before implementation 

begins. Decisions about data collection, access, retention, sharing, and security are made 

intentionally rather than reactively. 

Privacy by Default 

Privacy by Default means systems should automatically protect personal information 

without requiring individuals to change settings. Organizations should collect only the 

minimum amount of personal information necessary, limit access to those with a legitimate 

business need, and avoid enabling unnecessary data sharing or public visibility by default. 

Why It Matters 

Embedding privacy into projects early reduces compliance costs, strengthens governance, 

improves security, simplifies audits, and supports responsible AI adoption. It also 

demonstrates to customers, employees, and regulators that privacy is part of the 

organization's culture rather than a compliance exercise. 

Real-World Example 

A software company is developing a customer portal. Before coding begins, the project team 

performs a DPIA, defines the lawful basis for processing, limits the personal information 

collected on registration forms, enables role-based access, encrypts sensitive information, 

establishes retention schedules, and configures the system so optional data sharing features 



50 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

are disabled by default. Privacy becomes part of the solution—not an enhancement added 

later. 

Peter's Executive Perspective 

One lesson I have learned throughout my career is that governance decisions made during 

project planning have a far greater impact than controls added after deployment. The 

organizations that consistently succeed treat privacy, security, and governance as design 

requirements rather than technical features. As AI adoption accelerates, this mindset 

becomes even more important because AI inherits the quality of the data and governance 

surrounding it. 

Reality Check 

Adding privacy after implementation is almost always more expensive than designing it 

correctly from the beginning. Retrofitting systems often requires new technology, 

additional training, process changes, and significant business disruption. 

Leadership Checkpoint 

When your organization approves a new project, does privacy have a seat at the table from 

day one, or is it consulted only after development is complete? 

Executive Takeaway 

Privacy by Design and Privacy by Default shift organizations from reactive compliance to 

proactive governance. They help build solutions that protect people while supporting 

business innovation. 

Think About It 

How many of your current systems would have been designed differently if privacy had 

been considered during the earliest planning discussions? 

Action Plan 

Integrate Privacy by Design and Privacy by Default into your project governance 

methodology. Require privacy reviews during planning, perform DPIAs when appropriate, 

involve cross-functional stakeholders, define minimum data collection standards, establish 

secure default settings, and verify privacy requirements before implementation. 
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Chapter 18 

Data Retention and Secure Disposal 

Executive Summary 

One of the most common governance mistakes organizations make is keeping personal 

information far longer than necessary. GDPR requires organizations to retain personal data 

only for as long as it is needed for its original purpose and to dispose of it securely when it is 

no longer required. Effective retention practices reduce legal risk, improve operational 

efficiency, and strengthen trust. 

In Plain English 

Every piece of personal information should have a beginning and an end. Organizations 

should know why the information was collected, how long it needs to be retained, and when 

it should be securely deleted or destroyed. If there is no legitimate reason to keep it, it 

should not remain in your systems. 

Why It Matters 

The more information an organization stores, the more information it must protect. Old 

records increase storage costs, complicate data subject requests, expand the impact of 

security incidents, and create unnecessary legal and regulatory exposure. Good retention 

practices reduce all of these risks. 

Creating a Retention Schedule 

A retention schedule identifies what information is collected, the business owner, the legal 

or regulatory requirements, the approved retention period, where the information is stored, 

and how it will be securely disposed of. Different categories of information often require 

different retention periods depending on legal, contractual, or operational obligations. 

Secure Disposal 

Deleting a file from a computer is rarely enough. Secure disposal may include cryptographic 

erasure, secure overwriting, certified destruction of storage media, shredding paper 

records, and ensuring that vendors responsible for disposal follow documented destruction 

procedures. Disposal should always be documented and repeatable. 

Real-World Example 

A financial services organization reviews decades of archived customer records and 

discovers thousands of files that no longer have a legal or business purpose. Working with 

Legal, Privacy, Security, and Records Management, the company develops a retention 

schedule, securely disposes of unnecessary information, updates backup procedures, and 

significantly reduces its exposure in the event of a future data breach. 
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Peter's Executive Perspective 

Throughout my career, I have asked a simple question during governance assessments: 

'Why are you still keeping this information?' Too often the answer is, 'Just in case.' That 

phrase should concern every executive. Data that no longer provides business value still 

carries privacy, security, legal, and operational risk. Good governance means having the 

discipline to let information go when its purpose has been fulfilled. 

Reality Check 

Retention is not simply an IT responsibility. Business leaders, Legal, Privacy, Security, 

Records Management, and Compliance all play important roles in determining how long 

information should be kept and when it should be destroyed. 

Leadership Checkpoint 

Could your organization explain why every major category of personal information is still 

being retained today? If not, there may be opportunities to reduce risk while improving 

efficiency. 

Executive Takeaway 

Keeping information longer than necessary increases risk without adding value. Effective 

retention and secure disposal programs are essential components of responsible data 

governance. 

Think About It 

If your organization experienced a breach tomorrow, how much of the exposed information 

would have been deleted years earlier if retention policies had been consistently followed? 

Action Plan 

Develop or update your enterprise data retention schedule. Assign business ownership for 

every major category of personal information, align retention with legal and operational 

requirements, automate disposal where practical, verify that backup systems follow the 

same rules, and regularly audit compliance with retention and destruction policies. 
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Chapter 19 

Vendor Management and Third-Party Risk 

Executive Summary 

Very few organizations process all personal data using only internal resources. Cloud 

providers, payroll companies, managed service providers, software vendors, consultants, 

and business partners often process information on an organization's behalf. GDPR makes it 

clear that outsourcing services does not outsource accountability. Organizations remain 

responsible for ensuring that third parties protect personal information appropriately. 

In Plain English 

Every vendor that handles your organization's personal information becomes part of your 

privacy and security ecosystem. Choosing the right vendors, understanding what 

information they receive, verifying how they protect it, and monitoring their performance 

are essential governance responsibilities. 

Why It Matters 

A significant percentage of data breaches involve third parties. Even when an external 

vendor experiences the incident, your customers, employees, regulators, and business 

partners may still hold your organization accountable. Strong vendor governance reduces 

operational, legal, financial, and reputational risk. 

Building a Vendor Risk Program 

An effective third-party risk management program begins before a contract is signed. 

Organizations should perform due diligence, review privacy and security controls, evaluate 

certifications, understand where personal data will be stored, assess subcontractor 

relationships, establish Data Processing Agreements (DPAs), define security expectations, 

and conduct periodic reviews throughout the relationship. 

Data Processing Agreements (DPAs) 

A Data Processing Agreement defines the responsibilities of both the Data Controller and 

the Data Processor. It establishes how personal information may be processed, identifies 

required security controls, defines breach notification responsibilities, addresses 

subcontractors, establishes retention and disposal requirements, and clarifies each party's 

obligations under GDPR. 

Real-World Example 

A healthcare organization selects a cloud-based software provider to host patient 

scheduling information. Before implementation, the organization completes a privacy 

review, performs a security assessment, signs a Data Processing Agreement, validates 

encryption practices, reviews the vendor's incident response process, and establishes 
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annual security reviews. Vendor oversight continues throughout the life of the contract 

rather than ending after implementation. 

Peter's Executive Perspective 

Throughout my career, I have consistently reminded executives that trust extends beyond 

organizational boundaries. Customers do not distinguish between your systems and your 

vendors' systems—they expect their information to remain protected regardless of where it 

resides. Vendor governance is therefore not simply a procurement responsibility; it is a 

business, privacy, security, and leadership responsibility. 

Reality Check 

Vendor assessments should not become 'check-the-box' exercises. Technology changes, 

acquisitions occur, AI capabilities evolve, and business relationships expand. Continuous 

oversight is just as important as initial due diligence. 

Leadership Checkpoint 

Could your organization quickly identify every vendor that processes personal information, 

explain what data each vendor receives, and describe the safeguards protecting that 

information? If not, vendor governance deserves additional attention. 

Executive Takeaway 

Third-party relationships create tremendous business value, but they also extend 

organizational risk. Mature vendor management programs balance innovation with 

accountability by ensuring that every trusted partner protects personal information 

responsibly. 

Think About It 

If one of your largest vendors experienced a major breach tonight, how quickly could your 

organization determine what personal information was affected and who needed to be 

notified? 

Action Plan 

Develop a centralized vendor inventory. Identify every third party processing personal 

information, classify the level of risk, establish standardized due diligence procedures, 

maintain current Data Processing Agreements, perform periodic assessments, and integrate 

vendor oversight into your enterprise governance program. 
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Chapter 20 

Security, Breach Notification, and Incident Response 

Executive Summary 

GDPR requires organizations to implement appropriate technical and organizational 

measures to protect personal data. Even with strong controls, incidents can occur. 

Organizations must be prepared to detect, respond to, contain, investigate, and recover 

from security incidents while meeting GDPR breach notification requirements. 

In Plain English 

No organization can guarantee that a breach will never happen. What matters is how 

quickly it is identified, how effectively it is managed, and whether the organization 

responds in a transparent, well-coordinated, and legally compliant manner. 

Security Under GDPR 

GDPR does not prescribe a single security framework. Instead, it expects organizations to 

apply security measures appropriate to the level of risk. These may include encryption, 

multifactor authentication, access controls, network security, monitoring, backups, 

vulnerability management, employee awareness training, and regular testing of security 

controls. 

Breach Notification 

If a personal data breach is likely to result in a risk to individuals' rights and freedoms, the 

supervisory authority generally must be notified within 72 hours after becoming aware of 

the breach. When the risk to affected individuals is high, those individuals may also need to 

be informed without undue delay. 

Incident Response 

An effective incident response program defines roles and responsibilities before an incident 

occurs. Privacy, Security, Legal, Communications, Executive Leadership, Human Resources, 

and affected business units should understand their responsibilities. Regular exercises help 

ensure the organization can respond confidently during an actual event. 

Real-World Example 

A ransomware attack encrypts employee records and customer information. The incident 

response team isolates affected systems, activates backups, begins forensic analysis, 

evaluates whether personal data was compromised, consults legal counsel, notifies the 

appropriate supervisory authority within required timelines, communicates with affected 

individuals where necessary, and documents lessons learned to strengthen future 

resilience. 
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Peter's Executive Perspective 

Throughout my career, I have viewed security and privacy as complementary disciplines. 

Security helps protect information from unauthorized access, while privacy governs how 

information should be collected, used, shared, and retained. Neither discipline is fully 

effective without the other. Executive leadership must support both as part of an integrated 

governance strategy. 

Reality Check 

The biggest challenge during many breaches is not the technology—it is communication, 

coordination, and decision-making. Organizations that prepare in advance consistently 

recover faster and maintain greater stakeholder trust. 

Leadership Checkpoint 

Does your organization have a documented incident response plan that includes privacy, 

legal, executive leadership, communications, and third-party coordination? Has it been 

tested recently? 

Executive Takeaway 

Strong security controls reduce the likelihood of breaches, but preparation determines how 

successfully an organization responds when an incident occurs. Effective governance 

combines prevention, preparedness, response, and continuous improvement. 

Think About It 

If your organization discovered a significant data breach this afternoon, could leadership 

confidently answer what happened, whose information was affected, what legal obligations 

exist, and who needs to be informed? 

Action Plan 

Review and update your incident response plan. Align privacy and security processes, 

define escalation procedures, document breach notification requirements, conduct tabletop 

exercises, involve executive leadership, and review lessons learned after every incident to 

improve future readiness. 
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Chapter 21 

International Data Transfers 

Executive Summary 

GDPR allows personal data to move across borders, but only when appropriate safeguards 

are in place. Organizations transferring personal information outside the European 

Economic Area (EEA) must ensure that individuals' rights remain protected regardless of 

where their information is processed. International transfers are a governance issue as 

much as they are a legal requirement. 

In Plain English 

Personal information doesn't lose its privacy protections simply because it crosses a border. 

If your organization uses cloud providers, international vendors, or global business 

operations, you need to understand how personal data moves between countries and what 

protections must accompany those transfers. 

When Are International Transfers Allowed? 

GDPR permits international data transfers through several approved mechanisms. These 

include Adequacy Decisions issued by the European Commission, Standard Contractual 

Clauses (SCCs), Binding Corporate Rules (BCRs), approved Codes of Conduct, certification 

mechanisms, and limited derogations for specific situations. 

Adequacy Decisions 

An Adequacy Decision recognizes that a country provides a level of data protection 

essentially equivalent to GDPR. When personal information is transferred to an approved 

jurisdiction, additional contractual safeguards may not be required because the destination 

already meets the necessary privacy standards. 

Standard Contractual Clauses and Transfer Impact Assessments 

For many organizations, Standard Contractual Clauses are the primary mechanism for 

international transfers. Following the Schrems II decision, organizations are also expected 

to perform a Transfer Impact Assessment (TIA) to evaluate whether the destination 

country's legal environment could affect the protections provided under the SCCs and 

whether supplemental safeguards are needed. 

Real-World Example 

A U.S.-based company uses a global cloud provider to process customer information 

collected from individuals in Europe. Before transferring data, the organization documents 

the transfer, executes Standard Contractual Clauses, performs a Transfer Impact 

Assessment, reviews encryption and access controls, and confirms that both technical and 

contractual safeguards adequately protect the information. 
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Peter's Executive Perspective 

One of the biggest misconceptions I encounter is that cloud computing eliminates 

governance responsibilities. It does not. Whether information resides in your own data 

center or with a global provider, executives remain accountable for understanding where 

personal information is stored, who can access it, and what legal protections apply. Good 

governance begins with knowing where your data is. 

Reality Check 

Many organizations unknowingly transfer personal information across borders through 

cloud services, remote support, global collaboration platforms, or international vendors. If 

you don't understand your data flows, you cannot effectively manage transfer risk. 

Leadership Checkpoint 

Can your organization identify every country where personal information is stored, 

processed, backed up, or accessed? If not, cross-border data governance should become a 

leadership priority. 

Executive Takeaway 

International data transfers are not simply legal paperwork. They require visibility, 

accountability, documented safeguards, and ongoing oversight to maintain trust and 

regulatory compliance. 

Think About It 

If a regulator asked your organization today to explain every international transfer of 

personal information, could you confidently identify the destination, legal basis, safeguards, 

and business purpose for each one? 

Action Plan 

Document all international data flows, identify the transfer mechanism supporting each 

transfer, perform Transfer Impact Assessments where appropriate, maintain current 

Standard Contractual Clauses, review vendor practices regularly, and incorporate cross-

border data governance into your overall privacy, security, and compliance program. 

 

 
 
 



59 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

Chapter 22 

Training, Awareness, and Building a Privacy Culture 

Executive Summary 

Policies, procedures, and technology are essential to GDPR compliance, but people 

ultimately determine whether personal information is handled responsibly. Effective 

privacy programs depend on continuous education, executive leadership, and a culture 

where employees understand that protecting personal information is part of everyone's job. 

In Plain English 

Privacy is not something that happens once a year during mandatory training. It should 

influence everyday decisions—from sending an email and sharing files to designing new 

products and adopting artificial intelligence. When employees understand why privacy 

matters, they make better decisions before problems occur. 

Why Training Matters 

Many privacy incidents result from human error rather than technology failures. Employees 

may accidentally send information to the wrong recipient, misuse collaboration tools, fall 

victim to phishing attacks, or collect unnecessary personal information. Regular, role-based 

training helps reduce these risks while reinforcing organizational expectations. 

Building a Privacy Culture 

A strong privacy culture begins with executive leadership. Leaders should communicate 

that protecting personal information is a business priority tied to trust, ethics, compliance, 

and organizational reputation. Privacy should be integrated into onboarding, annual 

training, project governance, vendor management, and performance expectations. 

Role-Based Awareness 

Not every employee requires the same level of privacy knowledge. Customer service staff, 

HR professionals, marketing teams, developers, executives, legal counsel, privacy officers, 

and security teams all interact with personal information differently. Tailoring training to 

specific responsibilities makes education more relevant and effective. 

Real-World Example 

A global organization replaces its annual compliance presentation with a year-round 

awareness program. Employees receive short monthly learning modules, managers discuss 

privacy during team meetings, developers receive secure coding and Privacy by Design 

training, executives review governance metrics quarterly, and new employees complete 

privacy education during onboarding. Privacy becomes part of the organization's daily 

operations rather than a once-a-year event. 
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Peter's Executive Perspective 

One lesson I have learned throughout my career is that governance succeeds only when 

people understand both their responsibilities and the reasons behind them. The best 

privacy programs create informed decision-makers, not rule followers. As AI becomes more 

common in the workplace, education becomes even more important because employees are 

making decisions with technologies that can process enormous amounts of personal 

information in seconds. 

Reality Check 

A signed training attendance sheet does not prove employees understand privacy. 

Organizations should measure awareness through practical exercises, phishing simulations, 

tabletop discussions, policy reviews, and ongoing engagement. 

Leadership Checkpoint 

If you asked employees today to explain their privacy responsibilities, would they answer 

with confidence—or simply point to an online training course they completed months ago? 

Executive Takeaway 

Privacy culture is created through consistent leadership, practical education, and shared 

accountability. Organizations that invest in awareness reduce risk while strengthening 

customer and employee trust. 

Think About It 

Does your organization treat privacy training as an annual compliance requirement, or as 

an ongoing investment in building responsible business practices? 

Action Plan 

Develop a role-based privacy awareness program that includes onboarding, recurring 

education, executive engagement, AI awareness, practical exercises, and measurable 

outcomes. Review the program regularly to ensure it evolves alongside changing 

technologies, regulations, and business operations. 
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Chapter 23 

Demonstrating Compliance and Accountability 

Executive Summary 

GDPR is built on the principle of accountability. Organizations must not only comply with 

the regulation—they must be able to demonstrate that compliance through governance, 

documentation, policies, procedures, metrics, and continuous oversight. Accountability 

transforms privacy from a legal obligation into an ongoing business discipline. 

In Plain English 

Saying your organization values privacy is not enough. You should be able to show how 

personal information is managed, who is responsible for it, what controls are in place, and 

how compliance is measured and improved over time. 

Why Accountability Matters 

Regulators, customers, employees, and business partners expect organizations to provide 

evidence that privacy requirements are being followed. Documentation supports audits, 

investigations, data subject requests, vendor oversight, executive reporting, and informed 

decision-making. 

What Demonstrates Compliance? 

Evidence may include privacy policies, Records of Processing Activities (ROPAs), Data 

Protection Impact Assessments (DPIAs), training records, Data Processing Agreements, 

retention schedules, incident response documentation, audit reports, risk assessments, 

metrics, governance meeting minutes, and documented improvement plans. 

Using Metrics 

Meaningful metrics help leadership understand the health of the privacy program. 

Examples include training completion rates, response times for data subject requests, 

vendor assessment status, DPIAs completed, policy review cycles, incident trends, retention 

compliance, audit findings, and corrective actions. Metrics should drive improvement rather 

than simply satisfy reporting requirements. 

Real-World Example 

A multinational organization develops a quarterly privacy dashboard for executive 

leadership. The dashboard tracks open risks, vendor assessments, training participation, 

data subject requests, incident response performance, audit results, and remediation 

progress. Executives gain visibility into privacy performance and use the information to 

prioritize investments and reduce organizational risk. 
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Peter's Executive Perspective 

One of the questions I often ask executives is, 'How do you know your privacy program is 

working?' Mature organizations answer with evidence, not assumptions. Accountability 

requires visibility into your data, your governance processes, your privacy controls, and 

your security posture. As AI becomes more deeply integrated into business operations, 

demonstrating governance becomes just as important as implementing it. 

Reality Check 

Documentation created only for audits quickly becomes outdated. Accountability requires 

living governance processes that evolve as technology, regulations, and business operations 

change. 

Leadership Checkpoint 

If your Board or a regulator requested evidence of your privacy program today, could your 

organization quickly produce current, accurate, and meaningful documentation? 

Executive Takeaway 

Accountability is the foundation of trust. Organizations that consistently measure, 

document, review, and improve their privacy programs are better positioned to meet 

regulatory expectations while strengthening confidence among customers, employees, and 

business partners. 

Think About It 

Would your organization be able to demonstrate privacy compliance with evidence, or 

would it rely primarily on verbal assurances? 

Action Plan 

Create an enterprise privacy governance dashboard. Define measurable objectives, 

establish key performance indicators, assign ownership for critical controls, perform 

regular audits, review progress with executive leadership, and continually improve the 

program based on findings and changing business needs. 
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Chapter 24 

Common GDPR Mistakes and Lessons Learned 

Executive Summary 

Many GDPR compliance challenges are not caused by a lack of regulations—they result from 

weak governance, unclear accountability, and inconsistent execution. Organizations often 

invest heavily in technology while overlooking the business processes and leadership 

needed to sustain compliance. Learning from common mistakes helps organizations build 

stronger, more resilient privacy programs. 

In Plain English 

Most organizations do not intentionally violate GDPR. Problems usually arise because 

responsibilities are unclear, data is poorly understood, policies are outdated, or privacy is 

treated as a one-time project instead of an ongoing business discipline. 

Common Mistakes 

Frequent mistakes include not knowing where personal data resides, collecting more 

information than necessary, failing to assign business ownership, relying on outdated 

privacy notices, overlooking vendor risks, ignoring retention schedules, delaying DPIAs, 

treating employee training as a yearly event, and assuming security alone satisfies GDPR. 

Lessons Learned 

Successful organizations start with data discovery, maintain accurate records of processing, 

involve business owners early, integrate privacy into project governance, review vendors 

regularly, measure compliance through meaningful metrics, and continually improve 

policies and procedures as technologies and regulations evolve. 

Why It Matters 

Every mistake creates an opportunity for data exposure, regulatory action, operational 

disruption, or loss of customer trust. Addressing governance weaknesses before incidents 

occur is significantly less costly than responding after a breach or regulatory investigation. 

Real-World Example 

An organization invests in advanced security tools but never completes a data inventory. 

During a customer access request, employees struggle to locate personal information across 

multiple systems. The company realizes that technology cannot compensate for poor 

governance and launches an enterprise-wide data discovery and ownership initiative. 
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Peter's Executive Perspective 

Throughout my career, I have found that the biggest privacy risks rarely begin with 

technology. They begin with assumptions. Organizations assume they know where their 

data is, who owns it, or how it is being used. Good governance replaces assumptions with 

facts. That is why I have consistently emphasized Data Discovery, Data Classification, 

Privacy, and Security as the foundation for responsible AI and trusted business operations. 

Reality Check 

Compliance is never 'finished.' New business initiatives, cloud services, acquisitions, 

regulations, and AI capabilities continuously introduce new risks. Mature organizations 

expect change and adapt accordingly. 

Leadership Checkpoint 

If you conducted a privacy maturity assessment today, what would be your organization's 

three biggest governance gaps—and is there an executive plan to address them? 

Executive Takeaway 

The most successful GDPR programs are built on continuous learning, executive 

commitment, and operational discipline. Avoiding common mistakes is less about 

perfection and more about consistently improving governance. 

Think About It 

Are your privacy challenges primarily technology problems, or are they actually governance 

and leadership challenges? 

Action Plan 

Perform an annual privacy maturity assessment, identify recurring governance gaps, 

prioritize improvements based on business risk, assign executive ownership, and 

incorporate lessons learned into strategic planning, training, and operational governance. 
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Chapter 25 

The Future of Privacy, AI, Security, and Trust 

Executive Summary 

Privacy is entering a new era. Artificial intelligence, cloud computing, connected devices, 

quantum computing, and rapidly evolving regulations are transforming how organizations 

collect, process, and protect personal information. The future belongs to organizations that 

build governance into innovation rather than treating compliance as an afterthought. 

In Plain English 

Technology will continue to change faster than regulations. Organizations that establish 

strong governance, clear accountability, and responsible leadership today will be better 

prepared for tomorrow's challenges, regardless of what new technologies emerge. 

AI Changes Everything 

Artificial intelligence can analyze enormous volumes of information in seconds, identify 

patterns humans might never discover, and automate decisions at unprecedented scale. 

However, AI also inherits existing data quality, privacy, security, and governance 

weaknesses. Responsible AI begins with responsible data management. 

Building Trust 

Customers, employees, regulators, investors, and business partners increasingly expect 

organizations to demonstrate transparency, accountability, and ethical decision-making. 

Trust is becoming a competitive advantage. Organizations that consistently protect personal 

information strengthen their reputation while reducing operational and regulatory risk. 

The Executive's Role 

Privacy is no longer solely the responsibility of legal or compliance teams. Boards, CEOs, 

CIOs, CISOs, Chief Privacy Officers, business executives, and technology leaders all share 

responsibility for building governance programs that balance innovation with 

accountability. 

Real-World Example 

An organization launches a company-wide AI initiative. Rather than focusing only on model 

performance, leadership first completes data discovery, data classification, privacy reviews, 

security assessments, vendor evaluations, and governance approvals. Because the 

foundation is strong, AI deployment accelerates with greater confidence and lower risk. 
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Peter's Executive Perspective 

Throughout my career I have consistently returned to one principle: AI does not create 

governance problems—it exposes the ones that already exist. Organizations cannot secure, 

govern, or responsibly use information they do not understand. Build the foundation first 

through data discovery, classification, privacy, security, and clear business ownership. From 

that foundation, trust naturally follows. 

Reality Check 

The organizations that struggle with AI will rarely fail because the technology is inadequate. 

They will struggle because governance, accountability, and data management were never 

mature enough to support it. 

Leadership Checkpoint 

If your organization doubled its use of AI over the next year, would your governance 

program be ready to support that growth responsibly? 

Executive Takeaway 

The future of privacy is not about slowing innovation. It is about enabling innovation 

responsibly through governance, transparency, security, and trust. 

Think About It 

Years from now, will your organization be remembered for how quickly it adopted AI—or 

for how responsibly it used it? 

Action Plan 

Develop an integrated strategy that aligns AI, privacy, security, governance, and business 

leadership. Review your data foundation regularly, measure governance maturity, educate 

leadership, and continually adapt as technology and regulations evolve. 
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Final Conclusion 

Your GDPR Leadership Journey 

Looking Back 

This book was written to make GDPR understandable for business leaders, not just privacy 

professionals. Throughout these chapters, we explored the principles, responsibilities, 

governance practices, and leadership decisions that help organizations protect personal 

information while enabling innovation. 

The Bigger Picture 

GDPR is more than a privacy regulation. It is a framework for accountability, transparency, 

and trust. Organizations that embrace these principles are often better positioned to 

strengthen security, improve data quality, reduce operational risk, and build stronger 

relationships with customers, employees, and business partners. 

Leadership Matters 

Technology alone will never create an effective privacy program. Sustainable success comes 

from executive leadership, business ownership, cross-functional collaboration, and a 

culture that values responsible data stewardship. Every leader has a role in building and 

maintaining that culture. 

Peter's Closing Perspective 

During more than five decades in technology, security, privacy, and governance, I have 

learned one lesson that applies across every industry: you cannot govern what you do not 

understand. Before organizations rush to deploy AI or adopt the next emerging technology, 

they must first understand their data. My consistent message has been simple: begin with 

Data Discovery, continue with Data Classification, establish clear Business Ownership, and 

build strong Privacy and Security practices. When those fundamentals are in place, 

organizations earn something that technology alone can never deliver—trust. 

Your Next Step 

Use this book as a reference rather than a one-time read. Revisit the chapters as your 

privacy program matures, regulations evolve, and new technologies emerge. Share these 

concepts with your leadership team, challenge assumptions, and continuously improve your 

governance program. 
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Final Thought 

 

Privacy is not about saying 'no' to innovation. It is about creating the confidence to say 'yes' 

responsibly. Organizations that build the foundation for AI, Privacy, Security, and Trust will 

be better prepared for whatever comes next. 
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Glossary of GDPR Terms 
Adequacy Decision: A determination by the European Commission that a country provides 

an adequate level of data protection. 

Binding Corporate Rules (BCRs): Internal rules used by multinational organizations to 

transfer personal data across borders. 

Consent: A freely given, specific, informed, and unambiguous indication that an individual 

agrees to the processing of personal data. 

Controller: The organization or person that determines why and how personal data is 

processed. 

Data Protection Impact Assessment (DPIA): A structured assessment used to identify 

and reduce privacy risks before high-risk processing begins. 

Data Processor: An organization or individual that processes personal data on behalf of a 

Data Controller. 

Data Subject: The individual whose personal data is being processed. 

Data Subject Rights: Rights granted under GDPR, including access, correction, deletion, 

portability, restriction, objection, and others. 

GDPR: The General Data Protection Regulation, the European Union's comprehensive 

privacy law. 

Lawful Basis: The legal justification that permits an organization to process personal data. 

Personal Data: Any information relating to an identified or identifiable individual. 

Privacy by Default: Designing systems so the most privacy-protective settings are enabled 

automatically. 

Privacy by Design: Embedding privacy considerations throughout the design and 

development of systems and business processes. 

Processing: Any operation performed on personal data, including collection, storage, use, 

sharing, or deletion. 

Record of Processing Activities (ROPA): A documented inventory describing how an 

organization processes personal data. 

Special Category Data: Sensitive personal information requiring additional protection 

under GDPR, such as health or biometric data. 

Standard Contractual Clauses (SCCs): Approved contractual clauses used to safeguard 

international transfers of personal data. 
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Supervisory Authority: The independent public authority responsible for enforcing GDPR 

within a jurisdiction. 

Transfer Impact Assessment (TIA): An assessment evaluating whether international data 

transfers remain adequately protected. 

Vendor: A third party that provides products or services and may process personal data on 

behalf of an organization. 
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Resources & References 
This book is intended to provide practical guidance for business leaders and is not legal 

advice. The following resources are excellent references for organizations seeking 

authoritative GDPR guidance and broader information on privacy, security, governance, and 

responsible AI. 

Primary GDPR Resources 
• Regulation (EU) 2016/679 – General Data Protection Regulation (GDPR) 

• European Data Protection Board (EDPB) Guidelines 

• European Commission – Data Protection Resources 

• National Supervisory Authorities within EU Member States 

Privacy & Security Frameworks 
• NIST Privacy Framework 

• NIST Cybersecurity Framework (CSF) 

• NIST AI Risk Management Framework (AI RMF) 

• ISO/IEC 27001 Information Security Management 

• ISO/IEC 27701 Privacy Information Management 

• SOC 2 Trust Services Criteria 

Governance & Best Practices 
• Records of Processing Activities (ROPA) 

• Data Protection Impact Assessments (DPIAs) 

• Privacy by Design and Privacy by Default 

• Vendor Risk Management and Third-Party Governance 

• Enterprise Data Classification and Data Discovery Programs 

Professional Organizations 
• International Association of Privacy Professionals (IAPP) 

• ISACA 

• (ISC)² 

• Information Systems Security Association (ISSA) 

Continuing Your Journey 
• Review regulatory guidance regularly. 

• Monitor changes to privacy and AI regulations. 

• Perform periodic privacy maturity assessments. 



72 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

• Invest in executive education and role-based training. 

• Continuously improve governance as technology evolves. 

Final Note 
Privacy, security, governance, and AI continue to evolve. The strongest organizations 

commit to continuous learning, continuous improvement, and responsible leadership. Use 

the principles in this book as a foundation and revisit them as your organization grows. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



73 
One Foundation. Two Outcomes   |   Build the Foundation for AI, Privacy, Security, and Trust         

About the Author 
Professional Background 

Peter Gallinari is an executive leader with more than five decades of experience spanning 

information technology, cybersecurity, data privacy, governance, and regulatory 

compliance. His career has included leadership positions across the private sector, 

healthcare, financial services, and state government, where he has helped organizations 

build practical governance programs that balance innovation with accountability. 

Leadership Experience 

Peter has served in senior leadership roles including Chief Data Privacy Officer, Chief 

Security Officer, Information Security Executive, and technology executive. Throughout his 

career he has advised executive leadership, business owners, and technology teams on 

enterprise governance, risk management, privacy, security, and compliance across complex 

organizations. 

Author and Speaker 

Peter is the author of Rockin Data Privacy and is a frequent speaker on AI governance, data 

privacy, cybersecurity, leadership, and trust. His presentations focus on translating complex 

regulatory and technical topics into practical guidance that executives, managers, and 

business leaders can apply immediately. 

A Unique Perspective 

What makes Peter's approach different is his belief that privacy is fundamentally a business 

discipline rather than simply a legal or technical requirement. Drawing on decades of 

operational experience, he emphasizes business ownership, executive accountability, and 

governance as the foundation for responsible technology adoption. 

Personal Philosophy 

Throughout his career, Peter has consistently shared one central message: organizations 

cannot govern what they do not understand. Responsible AI begins with understanding 

your data. Data Discovery, Data Classification, Business Ownership, Privacy, and Security 

form the foundation upon which lasting trust is built. 

Closing Message 

Whether advising executives, speaking at conferences, writing, or helping organizations 

mature their governance programs, Peter's mission remains the same: Build the Foundation 

for AI, Privacy, Security, and Trust. 
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Peter Gallinari has spent more than five decades helping organizations build stronger 

foundations for privacy, security, governance, and AI. His philosophy is simple: 

One Foundation. Two Outcomes. 

Build the Foundation for AI, Privacy, Security, and Trust. 

Connect 

Thank you for reading GDPR in Plain English. My hope is that this book helps leaders build 

organizations that are transparent, accountable, secure, and worthy of the trust placed in 

them every day. 
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